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1.

Introduction

Machine Learning (ML) algorithms are nowadays recognized as mandatory to cope with the increasing
variability and sophistication of computer security threats. The key feature of ML approaches is their ability
to generalize from a given set of examples (training data, e.g., data associated to legitimate and/or malicious
activities) and thus potentially detect never-before-seen (zero-day) attacks or variants of known ones.
In the context of computer security, any solution taking advantage of ML techniques is expected to deliver:
• Accuracy. ML should be able to provide accurate classification results, i.e., accurately distinguish data
associated to computer security threats from data associated to legitimate activities. This property
is fundamental to allow security operators to focus on events that are most likely associated with
security threats.
• Adaptiveness. ML algorithms should be capable to quickly adapt their parameters taking into
account new data about security threats/legitimate instances. This property is fundamental to deal
with the rapid evolution of threats. Adaptability may greatly depend on the data used to learn the
system as well as on the knowledge of defenders (capability to correctly model novel threats).
These two properties intrinsically reflect the reason why ML algorithms are employed in such context and
thus constitute a baseline. On the other hand, when applied to computer security, ML algorithms should also
deliver1:
•

•
•

SECURITY (Robustness). Accuracy should be guaranteed in the presence of attack variations, neverbefore-seen attacks, or even deliberate attacks against the ML system itself. This property is
fundamental to deal with the adversarial evolution of computer security threats (arms-race between
attackers and defenders).
FAIRNESS. ML should be capable to deal with biased training data. Biased training data is dangerous
because it may mislead the learning algorithm and thus any human decision based on its output.
EXPLAINABILITY. ML algorithms should provide explainable results, i.e., results that can be easily
understood by security operators, to take informed decisions. This property is fundamental to allow
humans to be profitably in the loop, because systems alone may not deal effectively with human
adversaries (attackers).

The goal of this deliverable is to provide guidelines for the design of ML systems capable to satisfy all such
properties. These guidelines can be exploited by technology providers in the SIMARGL consortium for the
improvement of their ML tools as well as for the development of ML components in the whole SIMARGL
platform.
The rest of the document is organized as follows.
• In Section 2, we present an overview of state-of-the-art work related to the security, fairness and
explainability of ML systems.
• In Section 3 we propose a general framework for the evaluation of different design choices
according the above-mentioned, desired properties of ML systems. We show that design
components may be “intelligently” combined to achieve a superior tradeoff between these
properties, exploiting the complementarity of each single design choice.
• In Section 4, we apply the proposed framework in a realistic case study on web attack detection.
• Finally, in Section 5, we apply our framework for the evaluation of each ML tool developed by
technology providers in SIMARGL and provide detailed suggestions for their improvement. In such
section, we also present a possible way to integrate SIMARGL tools according to such evaluation.
1

Indeed, there are many other desired properties, but in this deliverable, we will focus on these ones. For instance,
important properties that are not considered here are learning time (time required to learn the system/adapt its
parameters) and classification throughput (e.g., time required to extract and classify each data sample).

Copyright
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2. Current research lines in secure, fair and explainable Machine
Learning
2.1

Dealing with an adversary

A key point when designing ML systems is to recognize that they should be used by humans (e.g., security
operators) to protect against other humans (e.g., cyber criminals). However, ML algorithms have been
designed under the assumption that training and test data follow the same underlying probability
distribution. This means that the algorithms themselves may be threatened by skilled attackers which
deliberately violate this assumption. In particular, attackers may be highly motivated2 to:
• manipulate data at test time to evade detection (Evasion attack);
• and/or inject poisoning samples (Poisoning attack) into the training data to mislead the learning
algorithm and subsequently cause misclassifications (at test time).
Learning from data alone is clearly not sufficient to achieve ML security (robustness). We need to ask whatif questions to imagine how data can evolve/modify due to threat specifics or deliberate adversarial attacks.
In other terms, we need to develop the ML system according to an expert-driven, adversary-aware model
that accurately takes into account the specifics of the threat being detected as well as how adversaries may
react and the related consequences of their actions on the ML system.

2.2

Fairness in ML/AI

As the fairness in ML/AI is a trending topic, there are many algorithms focusing on improving fairness in ML
described in the literature. Most of them fall into three categories: preprocessing, optimization at training
time, and post-processing [1]. In general, algorithms belonging to the same category are characterized by
common advantages and flaws. These three categories are characterized below.

2.2.1

Preprocessing

The idea is based on building a new representation of input data by removing the information correlated to
the sensitive attribute and at the same time preserve the remaining input information as much as possible.
The downstream task (e.g., classification, regression, and ranking) can thus use the “cleaned” data
representation and produce results that preserve demographic parity and individual fairness.
In [2] authors use the optimal transport theory to remove disparate impact of input data. They also provide
numerical analysis of the database fair correction. In [3] authors propose a learning algorithm for fair
classification addressing both group fairness and individual fairness by obfuscating information about
membership in the protected group. Authors of [4] propose a model based on a variational autoencoding
architecture with priors that encourage independence between sensitive and latent factors of data variation.
To remove any remaining dependencies an additional penalty term based on the Maximum Mean
Discrepancy (MMD) measure is additionally introduced. A statistical framework for removing information
about a protected variable from a dataset is presented in [5], along with the practical application to a reallife dataset of recidivism, proving successful predictions independent of the protected variable, with the
predictive accuracy preserved. Reference [6] proposes a convex optimization for learning a data
transformation with three goals: controlling discrimination, limiting distortion in individual data samples, and
preserving utility.
The advantages that are common for fair pre-processing algorithms include the possibility to use
preprocessed data for any downstream task and no need to modify the classifier. There is also no need to
2

Cyberattacks allow for high strategic gains (financial, political, etc.) at a global scale with very low risks and costs
compared to physical actions. Threat actors may be thus highly motivated to bypass security mechanisms, and stealthily
execute unauthorized operations to hide their traces.
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access the sensitive attributes at testing time. In contrast, preprocessing algorithms can be used only to
preserve statistical parity and individual fairness, and their performance in terms of accuracy and fairness
trade-off are not as promising as in the case of two other groups of algorithms.

2.2.2

Optimization at training time

Data processing at training time provides good performance on accuracy and fairness measure and ensures
higher flexibility in optimizing the trade-off between these factors. The author of [1] describes that the
common idea that can be found in the state-of-the-art works falling into this category of algorithms is to add
a constraint or a regularization term to the existing optimization objective. Recent works considering
algorithms to ensure ML fairness applied at the training time include: [7] where the problem of learning a
non-discriminatory predictor from a finite training set is studied to preserve “equalized odds” fairness, [8]
and [9] where a flexible mechanism to design fair classifiers by leveraging a novel intuitive measure of the
decision boundary (un)fairness is introduced, and [10] that addresses the problem of reducing the fair
classification to a sequence of cost-sensitive classification problems, whose solutions provide a randomized
classifier with the lowest (empirical) error subject to the desired constraints.
The disadvantages of the abovementioned approaches include the fact that these methods are highly taskspecific and they require a modification of the classifier, which can be problematic in most applications/cases.

2.2.3

Post-processing

The post-processing algorithms are focused on editing the outcome to satisfy the fairness constraints and
can be applied to optimize most of fairness definitions except the counterfactual fairness. The basic idea is
to find a proper threshold using the original score function for each group. An exemplary recent work that
falls into this category is publication [11], in which the authors show how to optimally adjust any learned
predictor to remove the discrimination according to the “equal opportunity” definition of fairness, with the
assumption that data about the predictor, target, and membership in the protected group are available.
The advantage of post-processing mechanisms is that retraining/changes are not needed for the classifier
(the algorithm can be applied after any classifier). Another benefit comes in the form of good performance
in the terms of fairness measures. The disadvantages include a need for test-time access to the protected
attribute and the lack of flexibility in picking the accuracy–fairness tradeoff [1].

2.2.4

Summary

The author of [10] provides an experimental comparison of the selected algorithms applied to reduce
unfairness using four real-life datasets with one or two protected sensitive attributes (gender or/and race).
The selected methods include preprocessing, optimization at training time and post-processing approaches.
The methods that achieve the best trade-off between accuracy and fairness are those falling into the
optimization at training time category, while the advantage related to the implementation of preprocessing
and post-processing methods is the preservation of fairness without modifying the classifiers. In general,
experimental results prove the ability to significantly reduce or remove the disparity, in general not impacting
the classifier’s accuracy for all the methods. The reduction methods (optimization at training time) used to
preserve the demographic parity achieve the lowest constraint violations, outperforming or matching the
baselines. The post-processing algorithm performs well for small violations. Pre-processing algorithms (based
on reweighting and relabeling) achieve the worst fairness measures [1][10].

2.3

Explainability and interpretability in ML/AI

The aspects of explainability and interpretability are trending topics in the area of ML and Artificial
Intelligence (AI) in general as well. As discussed in [12] and [13], explainability and interpretability tend to be
used (also in literature) as interchangeable terms, however despite the fact that they are related concepts,
there are some minor differences in their meanings. Interpretability addresses aspects related to observation
Copyright SIMARGL Consortium. All rights reserved.
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of AI system outputs. Interpretability of AI system is higher, if the changes of the systems outputs in result of
changing algorithmic parameters are more predictable. In other words, system interpretability is related to
the extent to which a human can predict the results of AI systems based on different inputs. In contrast,
explainability is related to the extent to which a human can understand and explain (literally) the internal
mechanics of an AI/ML system. In its simplest form, the definition of explainability refers to an attempt to
provide insights into the predictor’s behaviour [14].
According to [13], nowadays, attempts to define these concepts are not sufficient to form a common and
monolithic definition of explainability and interpretability and to enable their formalization. It is also worth
to mention that, the “right to explanation” in the context of AI systems directly affecting individuals by their
decisions, especially legally and financially, is one of the subjects of the GDPR [15].
Different scientific and literary sources focus on surveying and providing a categorization of methods and
techniques addressing explainability and interpretability of decisions provided by the use of AI systems.
Reference [12] discusses the most common practical approaches, techniques and methods used to improve
ML interpretability and to enable more explainable AI. They include, among the others, algorithmic
generalization, i.e., shifting an attitude from case-specific models to more general ones. Another approach is
paying attention to feature importance, described also in [14] as the most popular technique addressing ML
explainability, also known as feature-level interpretations, feature attributions or saliency maps. Some of
feature importance-based methods found in the literature are perturbation-based methods based on
Shapley values adapted from the cooperative game theory. In the explainability case, Shapley values are used
to attain fair distribution of gains between players, where a cooperative game is defined between the
features. In addition, some recent works [12][16] show that adversarially trained models can be characterized
by increased robustness but provide also clearer feature importance scores, contributing to improved
prediction explainability. Similar to the feature importance way, counterfactual explanations [17] is a
technique applied in the financial and healthcare domains. Explanations using this method are based on
providing point(s) and values that are close to the input values for which the decision of the classifier possibly
changes (case-specific threshold values). Another method used for increasing explainability of AI-based
predictions is Local Interpretable Model-Agnostic Explanations (LIME) based on approximation of the model
by testing it, then applying changes to the model and analysis of the output. Deep Learning Important
Features (DeepLIFT) model is used for the challenge-based analysis of deep learning/neural networks. As
described in [12] DeepLIFT method is based on back propagation (BP), i.e., digging back into the feature
selection inside the algorithm and “reading” neurons at subsequent layers of network.
In the literature one can find different attempts of categorization of the methods aimed at increased
explainability of AI. Integrated/intrinsic and post-hoc explainability methods [13][17] are examples of such
categorizations. Intrinsic explainability in its simplest form is applicable to the low complexity models (linear
ones, decision trees, and rule-based) where the explanation of a simple model is the model itself. On the
other hand, more complex models are explainable in a post-hoc way, providing explanations after the
decision and using techniques such as feature importance, layer-wise relevance propagation, or mentioned
Shapley values. Other forms of post-hoc explanations include also textual and visual justification of the
decision.
Similar categorization is given in [17] where in-model (integrated/intrinsic) and post-model (post-hoc)
methods exist alongside additional pre-model interpretability methods. Pre-model methods are applicable
before building (or selection) of the ML model and are strictly related to the input data interpretability. They
use mainly classic descriptive statistical methods, such as Principal Component Analysis (PCA), t-Distributed
Stochastic Neighbor Embedding (t-SNE), and clustering methods such as k-means. Another criterion
described in [17] is the differentiation into model-specific and model-agnostic explanation methods. In the
majority of cases model-specific explanation methods are applicable to the intrinsically interpretable models
(for example, analysis and interpretation of weights in a linear model), while model-agnostic methods can be
Copyright
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applied after the model and include all post-hoc methods relying on the analysis of pairs of feature input and
output.
Alternative criterion based on explanation methods is described in [18]. In such differentiation, methods are
categorized based on type of explanation that given method provides, including: feature summary (providing
statistic summary for each feature with their possible visualization), model internals (for intrinsic explainable
or self-explainable models), data point (example-based models) and surrogate intrinsically interpretable
model – that is trained to approximate the predictions of a black box model.
According to [17] and [19], explanation models can be evaluated and compared using qualitative and
quantitative metrics, as well as by comparison of the explanation method’s properties, including its
expressive power, translucency (model-specific vs. model-agnostic), portability (range of applications) and
computational complexity. On the other hand, individual explanations can be characterized by accuracy,
fidelity, consistency (similarity of explanations provided by different models), stability, comprehensibility,
certainty, to list most relevant ones. According to the literature we can also distinguish qualitative and
quantitative indicators to assess the explanation models. Factors related to quality of explainability are: form
of the explanation, number of the basic units of explanation that it contains, compositionality (organization
and structure of the explanation), interactions between the basic explanation units (i.e., intuitiveness of
relation between them), uncertainty and stochasticity. Quantitative indicators are presented in some works
(see, e.g., [17][20][21]). The most common metrics used to quantify the interpretation of ML models are
identity, separability and stability. These three factors provide the information on to what extent identical,
non-identical and similar instances of predictions are explained in identical, non-identical and similar way,
respectively. In addition, according to [20] the explanation should be characterized by high completeness
(coverage of the explanation), correctness and compactness. However, these indicators are applicable only
to simple models (rule-based, example-based).

Copyright
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3.

Proposed Framework

3.1

Risk management problem

ML properties described in Section 1 can be guaranteed up to a certain degree (likelihood). And their violation
may lead to unexpected results and failures of the ML system (impact). In other terms, there is an underlying
risk (impact x likelihood) associated to such properties. Thus, we propose to approach the problem as a risk
management problem. Please note that computer security is intrinsically a risk management problem: our
idea is to apply the same approach to the evaluation of different ML design choices. Additionally, the results
of this evaluation can be readily applied for the evaluation of the whole SIMARGL platform. Using such
approach, the goal is to
(1) evaluate the risk (likelihood x impact) associated to each violation of the above-mentioned
properties,
(2) identify suitable design choices that mitigate the underlying risk so that it becomes acceptable.
This is clearly an iterative process, where desired properties may be inter-dependent. In particular, we
propose to evaluate/mitigate the risk associated to each property at different abstraction levels. For the
scope of our discussion, we can refer to three fundamental levels commonly used in pattern recognition,
namely:
1) Data collected (Data): Section 3.1.1.
2) Features extracted from data (Feature): Section 3.1.2.
3) ML Algorithm used to classify the extracted features (Classifier): Section 3.1.3.
Depending on the ML task, mitigation measures may focus on one of these phases to effectively reduce the
risk. Nonetheless, this choice must be always the output of a risk evaluation process in all phases. This is
because the risk associated to lower abstraction levels (e.g., Data) may unavoidably be transferred to higher
abstraction levels (e.g., Classification).

3.1.1

Data Level

Fundamental aspects of data are its target class and its source. Depending on such aspects, we may achieve
different tradeoffs between the desired properties described in Section 1. In the following, we present the
typical (high-level) options that one may encounter in practice.
3.1.1.1
Target Class
The target class of data, i.e., the category of activities that the data is expected to describe, may be either
attack (threat) or legitimate. In the former case (attack class), we may achieve maximum explainability,
because data may be associated to a known threat, for which may be available an accurate description of
goals, and exploited vulnerabilities (e.g., CVE3). On the other hand, learning from such data allows at best to
model (and thus detect some variations of) known attacks. In this case, the accuracy of the system may be
essentially limited to the detection of known attacks. In turn, this means also low robustness against an
adversary that intelligently modify attack data (e.g., a known attack) to evade the system.
On the other hand, in the latter case (legitimate class), explainability may be limited to the description of
legitimate activities, because data tells nothing about attacks as security operators would like. However, by
means of an anomaly-based approach (detection of data which deviates from the collected data), the system
may accurately detect any kind of attack, both known and unknown (zero-day). This potentially allows to
detect any kind of adversarial attack as anomalous data (robustness against evasion).

3

https://cve.mitre.org/
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3.1.1.2
Source of data
The source of data is very important to determine the exposition of the system to poisoning attacks and the
adaptability of the system. The key question is whether and how an adversary may take control of the data
we are using for learning the system. First of all, note that data at test time may be unavoidably
affected/modified by an adversary because the detection system is expected to work on an adversarial
environment in which its task is to distinguish malicious activities from legitimate ones. Hence, the source of
data at test time may be either the attacker or legitimate users.
On the other hand, the source of data used for learning should be thoroughly vetted for potential poisoning
vulnerabilities. A general trade-off can be observed between robustness against poisoning vulnerabilities and
adaptability. This is because accurate data labelling (e.g., legitimate/malicious) requires a significant effort
for human operators, and takes time, thus it limits the adaptability of the system. However, it protects against
poisoning attacks, because data may be thoroughly vetted by security experts and adversarial noise may be
more limited/absent.
For example, let us assume to acquire our data from a public repository such as exploit db4, manually
selecting only working exploits. It is highly unlikely that such data will contain poisoning noise against our
algorithm. On the other hand, adaptability (as well as representativity/accuracy) will be substantially
limited to the collected and validated exploits.
High adaptability can be supported by the continuous (real-time) acquisition of data, assuming that it
represents a certain class (e.g., legitimate/malicious). In this case, data cannot be thoroughly vetted by
security experts so (adversarial) noise is more likely.
For instance5, let us assume that our source of data is automatically gathered from VirusTotal6, the popular
online system capable to analyze a file using multiple antivirus/antimalware systems. Let us also assume
to define a simple heuristic (used in many research papers): a file is considered as malicious if flagged as
malware by at least a certain percentage of antivirus systems (say, e.g., 50%). We may automatically collect
our malware dataset from VirusTotal using a simple search query (download all files flagged by at least
50% of antivirus systems). This simplicity hides a significant poisoning vulnerability. An adversary may
submit an arbitrary number of samples against VirusTotal (submissions are free and do not require
authentication), such that they are flagged as malicious by at least 50% of antivirus. This is quite easy to
do, e.g., embedding code that matches with known malware signatures7. Such samples, however, may be
totally benign8 and also embed poisoning data for our learning algorithm. In other terms, such samples
may not constitute a harm for users, but specifically for our learning system.
It is important to note that an adversary-aware choice of our data source may significantly strengthen the
robustness of our ML system against poisoning attacks, increasing the cost per adversarial sample that the
adversary must incur when injecting a malicious sample into the data used for learning.

4

https://www.exploit-db.com/
This scenario is indeed feasible, even if, to the best of our knowledge, no previous work demonstrated it
experimentally. It is very useful to explain the threat in a concrete case.
6
https://www.virustotal.com
5

7

This technique is also known as overstimulation. A number of research works demonstrated the feasibility
of such attacks against network intrusion detection. See for instance, one of the first works:
S. Patton, W. Yurcik, and D. Doss, “An achilles’ heel in signature-based ids: Squealing false positives in Snort,” in
Proceedings of Fourth International Symposium on Recent Advances in Intrusion Detection, vol. 10, October 2001,
p. 12.
An analogous technique can be used against antivirus systems and thus VirusTotal.
8

They may not constitute a harm for users, they are just crafted to match with known signatures.
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For instance, we can modify the query used to retrieve our dataset, selecting only a limited number of files
(e.g., one) per authenticated user in VirusTotal. In this scenario, the data source becomes each single
authenticated user in VirusTotal. Thus, to inject poisoning noise into our system, the adversary must
submit its files as authenticated user and the number of poisoning samples will strictly depend on the
number of accounts he/she is able to register on the platform. This operation may increase the cost of
poisoning noise for the adversary, thus decreasing the likelihood of adversarial attacks. This comes also at
the price of a reduced dataset (potentially less representative), and thus accuracy/adaptiveness of the
learned detection system for the defender.
Another relevant example is related to a research paper published in a top Computer Security Conference
(IEEE Symposium on Security and Privacy). In that paper, the authors proposed a ML system for the automatic
generation of signatures for polymorphic worms [22].
A key vulnerability of the system was related to the source of data used for training, i.e., the worm itself, in
real-time. Please note that this is an extreme case in which all training data is under the control of the
adversary. In fact, the worm itself could deliberately and easily include poisoning noise against the ML
learning system. This vulnerability was in fact exploited one year later, by other researchers (paper published
in the same top conference [23]), and by the same authors in another relevant conference (Recent Advances
in Intrusion Detection [24]), to successfully mislead the ML system. Such example clearly highlights a critical
point. If an adversarial evaluation is absent in the design of detection tools, their validity/reliability will be
rather weak (in this case, the approach validity “lasted” just one year).
3.1.1.3

Summary of main tradeoffs in data acquisition

Target Class
Attack
Legitimate

Pros
Explainability
Accuracy, Robustness (against evasion)

Data source
Real-time
Manually-vetted

Pros
Adaptability
Robustness (against poisoning)

3.1.2

Feature Level

The features (measurements) extracted from data must reflect invariant aspects of the activities you want
to classify. In this way, the adversary should incur into (significant) additional efforts and costs to generate
data that causes classification errors (e.g., evade or overstimulate the classifier).
Such features are also referred to as conserved features, and defined to as “features that cannot be
unilaterally modified without compromising malicious functionality” in [25].
The above-mentioned publication proposed an empirical approach for the identification of such features in
the context of PDF malware, using off-the-shelf manipulation tools. The idea is to manipulate known malware
to understand what features are conserved (invariant) to such manipulations, and to what extent. This
approach is interesting and has a practical validity. However, it must be noted that conserved features
identified with such method may strictly depend on known file manipulations, and in particular, those offered
by the employed tools. Thus, in some sense, the result is limited to what manipulations are encompassed by
such tools: it may thus lack fairness (results biased on known/off-the-shelf manipulations) as well as
explainability (why such features are conserved? Do they really reflect invariant aspects of attacks?).
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While this is an area of active research, we observe that a general approach to such adversarial problem can
be based on causal reasoning advocated by the 2011 A.M. Turing Award winner, Judea Pearl9 [26].
Let us define a generic set of measurements (pattern) with X={x1, …,xn} and the outcome class as Y (Y=0
legitimate, Y=1 attack). The concept of invariant can be expressed as a counterfactual:
o

an attack (Y=1) would not have happened if X was not observed

The key concept is that expert domain knowledge plays a central role to both identify candidate invariant
features/patterns (security) and to motivate such choices. The motivation behind the choice of features
should also be associated with their meaning, so it may be beneficial for the explainability of detections.
Interestingly, causal modelling can also effectively deal with biased training data and thus achieve ML
fairness, as shown in this recent work [27].
To clarify these concepts let us give a concrete example related to PDF malware detection. A number of
research works presented excellent detection result using features related to the PDF document structure.
PDF malware in the wild may be characterized by significant structural differences with respect to legitimate
PDF, and this explains why the experiments performed using PDF structural features showed an impressive
accuracy. See for instance two relevant papers published in top security conferences [28] [29].
However, the structure of a PDF document is not by any means an intrinsic feature of PDF malware studied
in such works. It was instead a bias in PDF malware collected in the wild, caused by the way in which the
exploits were implemented. This means that the learned classifier and the obtained classification results were
not fair (heavily biased on document structure). Figure 1 shows the causal model for such malware detection
problem. The measured variable was the PDF structure (Z). However, as it can be seen from the diagram,
ZàY does not hold (the structure of PDFs X does not cause an attack/legitimate instance)10. The true causal
relationship is between X (executed code)àY.

Figure 1. Causal diagram for PDF malware detection. I=attack implementation, X=intrinsic pattern (e.g., malicious
JavaScript instructions), Z=measured pattern (PDF structure), Y=instance class (attack/legitimate)

In fact, subsequent research work [30] showed that an adversary may easily change the attack
implementation, to deliver the same attack pattern X with a PDF file whose structure Z is typically observed
in legitimate PDFs.
This example clearly highlights that the concept of intrinsic features is an aspect not completely
clear/recognized by researchers in computer security, even for those who published in top conferences (and
the related reviewers). However, it is clear that we must design systems that look at aspects (features) that
9

https://amturing.acm.org/award_winners/pearl_2658896.cfm
Indeed, there may be also attacks exploiting a malformed structure. In this case, the PDF structure may be the cause
of the attack, and the causal relationship ZàY may hold (so, there may be an arrow between Z and Y). We also observed
some of these attack instances in the wild, where a malformed structure was deliberately aimed at evading
parsing/analysis mechanisms (attacks against the PDF malware detector itself). However, this is a completely different
class of attacks compared to that studied by the referenced research works.
10
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are difficult/costly to be changed by adversaries. On the other hand, the main goal of computer security is to
increase the effort for an adversary up to a level which is not more convenient for her/him to reach her/his
goals.
Staying in the context of PDF documents, an intrinsic feature of most PDF malware in the wild is associated
to the execution of malicious code X, and in particular JavaScript. Thus, a more robust approach to fight
malware in the wild is to focus on the analysis of JavaScript code embedded in PDF files, as done in [31].
That paper also proposed a ML algorithm capable to take into account possible adversarial modifications of
the extracted features. Please note that in this case pattern X is related to the JavaScript instructions of PDF
malware. So, the proposal is valid only if the assumed causal model XàY is valid. Thus, understanding the
assumed causal (adversarial) model is also useful to clearly frame the limits of the approach. ML results are
fair when the causal model XàY is valid.
A very interesting aspect is that extracting intrinsic features allows one to deal with vulnerabilities at data
level. This is especially true for data passively acquired in large computer networks. If features capture
intrinsic aspects of the attack, modifying the attack to evade detection or inject poisoning patterns may
weaken the attack itself against the network users (counterproductive for the adversary). A clear example of
this case is in [32], where a set of intrinsic features of fast-flux networks was used. A discriminant feature
was the novelty, i.e., the fraction of new IP addresses observed for the botnet across the time. If the attacker
tries to change this feature to evade the system, it has to rely on a rather stable set of (reliable) IP addresses.
This is because it must still deliver successfully the attack against the network users. But if this set is rather
stable, it can also be blacklisted easily by defenders to fight the phenomenon. This behaviour would be
counterproductive for an adversary, because it would be against the actual proposal of fast-flux networks,
i.e., blacklist evasion and robustness of malicious content delivery.

3.1.3

Classifier Level

In general, we can identify three main classification techniques:
1. One-class attack. This classifier learns from attacks. It aims to classify patterns as malicious if they
agree with a previously learned model of attacks. The pro of this model is in the explainability,
especially if extended to multi-class, i.e., one different class per each attack for which we have a
description.
2. One-class legitimate. This classifier learns from legitimate activities, and it aims at classifying
patterns as malicious (anomalous) if they do not agree with the learned model of legitimate activities.
The pro of this model is in the robustness and accuracy, if intrinsic features are selected, because it
may detect both known and unknown attacks (zero-days) or even attempts of evasion by a skilled
attacker.
3. Two-class. This classifier learns from both legitimate activities and attacks to build a discriminant
classification model. The main pro of this model is its ability to exploit discriminant information about
the two classes to attain superior classification accuracy with respect to previous two techniques.
Please note that in general, multiple, independent classifiers should be used. This is a suggested option to
deal with different classes of attacks (each classifier specialized on a specific class of attack, i.e., multi-class
attack), because it allows to deal with the complexity of the attack detection task and allows to satisfy the
explainability requirement described in Section Errore. L'origine riferimento non è stata trovata.. In the case
of one-class legitimate classifiers, it is thus suggested to develop specialized anomaly detection models,
whose output (anomalous values) can be easily interpreted by a security operator and highlight a general
class of attacks. We will provide a concrete example in Section 3.1.4.

3.1.4

Intelligent, adversary-aware combination of design choices

Each data acquisition (Section 3.1.1) and classification (Section 3.1.3) approach has different pros and cons.
Recognizing this aspect allows us to understand that only a combination of these approaches can yield
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interesting tradeoffs between the five desired features described in Section 1. In Figure 2, we outline a
general combination that as a whole allows to join the pros and narrow down the cons of each design choice.
As it can be seen, we acquire data whose target is both attacks and legitimate instances. Real-time data
acquisition allows for high adaptability of a one-class model of legitimate activities. Such model is learned
using a set of intrinsic features (pattern) for the threat being detected. Such features allow one to accurately
discriminate attack patterns as outliers from data, so it may detect either known or zero-day attacks (high
accuracy). Anomalous patterns may also be the input for a multi-class classifier, learned on different attack
instances. This way, anomalies may be either classified as a known attack (if recognized by the attack
classifier), or unknown (to be investigated by an operator). This process allows to achieve high explainability
of the detection results. It has also been proposed in previous work, in the context of network intrusion
detection [33].
The operator may inspect uncategorized anomalies to determine if they are false positives or new threats to
be added for updating the attack classifier. In both cases, the detectors may be updated.
We point out that the attack classifier may also directly observe real-time data, to detect threats that would
be missed using anomaly detection. Such threats may be related, for instance, to security misconfigurations
that are common in real-time traffic and hence look as normal (e.g., outdated software, unsafe protocols,
etc.). This allows to further enhance detection accuracy.
To fight the possible presence of attack patterns in training data used by the anomaly detector (one-class
legitimate), there may be a learning filter, that filters real-time data to protect against poisoning attacks.

Figure 2. Example of an adversary-aware architecture for threat detection based on Machine Learning

In Section 4.2 we provide a concrete/realistic implementation of this scheme in the context of web security.
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4.

Real-world case study on web security

To illustrate how the framework presented in Section 3 can be applied, we will refer to a simple, but realworld case study on web security. The task is to detect attacks on a specific URI parameter page, used by a
web application to paginate the results. In Table 1, we show an example of a legitimate input as well as
OWASP TOP 10 attacks (2017)11: Injection (rank: 1) and Cross-site Scripting (rank: 7). Both attacks must
leverage missing or insufficient input validation by the underlying web application in order to be successful.
Instance
page=34
page=5 order by 1/*
page=<script src="malware.js"/>

Class
Legitimate
Injection (SQL)
Cross-Site Scripting

Table 1. Examples of both legitimate and attack instances on attribute page.

4.1

Data

The ML system may acquire data about legitimate and/or attack instances to learn the classifier. In the
following, we enumerate some real-world sources of data that can be employed to learn from a target class.
For each source, we qualitatively estimate the related properties.
Data choice #
Description
Target class
Accuracy
Robustness
Adaptiveness
Explainability

1
Collection of real-world exploits (e.g., from exploit-db.com)
Attack
Low/Medium The system learned on known attacks may miss attack variants, as well
as never-before-seen ones (zero-days).
High
Data is validated by a security expert it is highly unlikely that it contains
adversarial noise.
Low
Manual validation may be necessary.
High
Data may be associated to a known exploit, with accurate description
of goals, and exploited vulnerabilities (e.g., CVE).

Data choice #
Description
Target class
Accuracy

2
HTTP(S) requests. We produce a pattern for each request using the page parameter.
Legitimate
Medium/High
The system learned on normal (legitimate) traffic may accurately
detect known attacks as well as never-before-seen ones (zero-days).
However, the training data is likely to contain attacks in the wild
(noise).
Robustness Low
The attacker may generate an arbitrary number of attack requests
and thus attack patterns
Adaptiveness High
No need for manual intervention.
Explainability Low/Medium
Each detection may be associated to an HTTP(S) request, but not to
known attacks.

Data choice # 3
Description (public) source IP addresses. We produce a pattern for each IP address using the page
parameter.
Target class Legitimate

11

https://www.owasp.org/index.php/Category:OWASP Top Ten 2017 Project
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Accuracy Medium/High

Robustness Medium

Adaptiveness High
Explainability Low/Medium

The system learned on normal (legitimate) traffic may accurately
detect known attacks as well as never-before-seen ones (zero-days).
However, the training data is likely to contain attacks in the wild
(noise).
It can be considered as more robust than data choice #2. The
number of adversarial attack patterns depends on the number of
different source IP addresses that the attacker can acquire.
No need for manual intervention.
Each detection may be associated to an IP address, but not to
known attacks.

Data choice #
Description
Target class
Accuracy

4
Authenticated user
Legitimate
Medium
The system learned on normal (legitimate) traffic may accurately
detect known attacks as well as never-before-seen ones (zero-days).
However, the authenticated user may not be sufficiently
representative of all legitimate traffic.
Robustness Medium/High
It can be considered as more robust than data choice #3. The
number of adversarial attack patterns depends on the number of
authentication credentials the attacker is able to acquire.
Adaptiveness High
No need for manual intervention.
Explainability Low/Medium
Each detection may be associated to an authenticated user, but not
to known attacks.

Data choice #
Data
Target class
Accuracy

Robustness

Adaptiveness
Explainability

4.2

5
Trusted authenticated users
Legitimate
Medium
The system learned on normal (legitimate) traffic may accurately
detect known attacks as well as never-before-seen ones (zero-days).
However, the trusted authenticated user may not be sufficiently
representative of all legitimate traffic.
High
It can be considered as more robust than data choice #4. The attacker
should authenticate him/herself as a trusted user in order to inject
noise.
Medium/High No need for manual intervention, except for the definition of trusted
users.
Low/Medium Each detection may be associated to a trusted authenticated user, but
not to known attacks.

Feature

The acquired features may or may not exploit information about invariant aspects of attack data. In Errore.
L'origine riferimento non è stata trovata. we enumerate some real-world features that can be extracted for
modelling the inputs of the page parameter. For each source, we qualitatively estimate the related
adversarial threat and thus, the associated risk.
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In Table 2 we show the output of the feature extraction process for each one of the two choices in Errore.
L'origine riferimento non è stata trovata..
Feature choice # 1
Description Sequence of input characters
Accuracy Medium
It may detect malicious/anomalous character sequences, but also
expose to classification errors due to legitimate/attack characters
never seen in the training phase.
Robustness Low/Medium The attacker may introduce attack characters in a poisoning attack
or evade detection using attacks with characters never observed in
the learning phase.
Adaptiveness High
No need for manual intervention.
Explainability Low
The extracted feature does not carry significant information for an
operator.

Feature choice #
Description
Accuracy

Robustness

Adaptiveness
Explainability

Feature choice #
Description

Accuracy

Robustness

Adaptiveness
Explainability

Input Instance
34
5 order by 1/*

2
Set of (generalized) characters: integer, alphanumeric words, any other character
not generalized
Medium
It is less exposed to false positives (legitimate characters never seen
in the training phase) than feature choice #1. However, it may not
detect attacks that simply manipulate the order of characters.
Medium
The extracted features embed expert knowledge (invariant aspect):
input validation attacks need to use non-alphanumeric
(meta)characters, that are thus not generalized.
High
No need for manual intervention.
Low/Medium The feature provides some kind of understandable information for
an operator.
3
Input categories/enumeration: e.g., integer, floating point, alphanumeric string, url,
path, etc. Each input category describes the allowed alphanumeric characters and
well as other constraints, such as range, length etc.
Medium/High It may detect advanced attacks that manipulate inputs (e.g.,
abnormal integer/float range, or path length) that would not be
detected using feature #2. At the same time, it may be less prone to
classification errors due to characters never seen in the learning
phase, with respect to feature #1.
Medium
The extracted features embed expert knowledge (invariant aspect):
input validation attacks need to use non-alphanumeric
(meta)characters, that are thus not generalized.
High
No need for manual intervention.
Medium
The feature provides understandable information for an operator.

Class
Legitimate
Attack

Feature #1
34
5SorderSbyS1/*

Feature #2
{INT}
{INT,W,S,/,*}

Feature #3
INT
W, other chars: {S,/,*}

Table 2. Examples of both legitimate and attack instances on attribute page with the related extracted features:
INT=integer, W=alphanumeric word, S=space.
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4.3

Classifier

Different classification algorithms may show different degrees of risk. In the following, for each one of the
main ML techniques we can employ to implement our detection task, we describe the main threat and risk.
Classification choice #
Description
Accuracy

1
Multi-class attack
Low/Medium
It may only detect known attacks and a subset of attack
variations.
Robustness Low
The attacker can generate successful exploits (including
variants of known attacks) that are considered as outliers.
Adaptiveness High
No need for manual intervention.
Explainability High
The classifier may provide indication of the type of the attack
as well as of the exploited vulnerabilities (e.g., CVE).

Classification choice #
Description
Accuracy

2
One-class legitimate
High
It may accurately detect any variation of known attacks or
never-before-seen ones.
Robustness Medium
The attacker should inject a sufficient number of poisoning
samples in training data to affect the classifier.
Adaptiveness High
No need for manual intervention.
Explainability Medium
The classifier may provide indication of the type of anomaly,
but not of the specific attack.

Classification choice #
Description
Accuracy

3
Two-class
Low/Medium

Robustness Low
Adaptiveness
Explainability

4.3.1

High
Low

It may accurately detect any variation of known attacks or
never-before-seen ones.
The attacker may generate attack samples in regions of the
feature space with little training data support (blind spots)
No need for manual intervention.
The classifier may not provide an indication of
anomalies/attack details.

Adversary-aware combination of design choices

The design choices outlined in Sections 4.1, 4.2 and 4.3 can be intelligently combined according to the general
model proposed in Section 3.1.4. Figure 3 shows a possible solution.
The anomaly detector (one-class legitimate classifier) is learned by processing real-time inputs for the page
attribute within live HTTP(S) requests associated to trusted users (learning filter, data #3). In this way, the
anomaly detector may be able to learn that legitimate inputs for page are of integer (INT) type, maybe
providing also an expected range for legitimate inputs according to observed traffic (e.g., min: 1, max: 100).
This process is reasonably protected against poisoning, because the attacker would need to acquire a
sufficiently large number of trusted user credentials to inject poisoning noise, depending on the outlier
detection threshold set for the anomaly detector.
The anomaly detector may thus detect any type of input validation attack (i.e., any attack submitting an input
different from an integer). A multi-class attack detector may further process the raised anomalies to classify
them as known attacks, according the sequence of input characters. If no match is found, the raised
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anomalies may be further investigated and categorized by a security operator, to understand if they are false
alarms or new kind of input validation threats.
Please note that fully explainable information is provided to the operator, both related to legitimate traffic
(i.e., the attribute page should receive integer inputs) and attacks (i.e., the guessed type of attack: SQL
injection, XSS, etc.).
It is also interesting to observe that the attack classifier may also operate directly on the live HTTP(S) request
to detect misconfigurations that would not be detected as anomalies. In this case, these may be due to a
badly implemented web application. For instance, the web application may routinely have an input like this:
page=<strong>INT</strong>. In this case, the anomaly detector may learn that HTML inputs are normal.
However, an attacker can easily modify the input to inject malicious code (as in a XSS attack): page=<script
src=”http://evil.com/ex.js”>INT</script>. The only way to detect such threats is using applying an attack
classifier to page inputs (not anomalies). In this case, a XSS classifier may raise an alert for the presence of
HTML code as input which are indeed a bad coding practice.

Figure 3. Adversary-aware ML architecture for the case study on web attack detection

Copyright

SIMARGL Consortium. All rights reserved.
21

D2.4 Design for Secure, Fair and Explainable Machine Learning

5.

Evaluation of SIMARGL tools

In the following, we perform an evaluation of threats posed to each product made available by technological
partners, according to the framework described in namely, Attack Prophecy (Section 5.1), AI Safe DNS
(Section 5.2), Orion Malware (Section 5.3), Cybels Sensor (Section 5.4), IP_ADS (Section 5.5), Red Alert
(Section 5.6), Punch Platform (Section 5.7).

5.1

Attack Prophecy

Attack Prophecy natively implements the general ML framework described in Section 3.1.4. Hence, it can
natively provide secure, fair and explainable results, according to the guidelines of this deliverable. In
particular, multiple anomaly detectors (one-class legitimate classifiers) are learned from legitimate traffic:
each anomaly detector focuses on different macro-categories of attacks, on different aspects/fields of
HTTP(S) requests. Such macro-categories may include: input validation attacks (injection, cross-site scripting,
XML External Entities, HTTP response splitting, etc.), anomalous linked sites (e.g., phishing, malvertising,
malicious search engine optimization, etc.), anomalous request rate and server response (bruteforce, probing
attacks, and unauthorized content dump), anomalous user authentication (user impersonation, credentials
theft, etc.). This allows for high explainability of the detected anomalies. Multiple, specialized anomaly
detectors allow one also to focus on intrinsic features related to different kind of attacks. A clear example in
the context of input validation attacks has been given in Section 4.
For each anomaly or in general from the raw traffic, Attack Prophecy may also use well-crafted signatures to
categorize/classify anomalies or detect threats that are common in the traffic and thus may not be detected
using an anomaly-based approach (e.g., server and application misconfigurations). This allows for further
improve alert descriptions (explainability) as well as accuracy. Anomalies and alerts may be also automatically
aggregated according to a number of features such as the source IP address, ASN, geolocation, type, time, to
facilitate the analysis task by user operators. Finally, alerts may undergo automatic verification mechanisms
to assess their actual impact/risk on the targeted services (e.g., by analyzing server/app response, version,
etc.). These mechanisms are also capable to naturally address overstimulation attacks.

5.2

AI Safe DNS

AI Safe DNS natively implements the general ML framework described in Section 3.1.4. Hence, it can natively
provide secure, fair and explainable results, according to the guidelines of this deliverable. In particular,
multiple anomaly detectors (one-class legitimate classifiers) are learned from legitimate traffic: each anomaly
detector focuses on different macro-categories of attacks, on different aspects/fields of DNS traffic. This
allows for high explainability of the detected anomalies. Multiple, specialized anomaly detectors allow one
also to focus on intrinsic features related to different kind of attacks.
Sophisticated anomaly-based models are learned from traffic to detect fast-flux and domain-flux botnets,
typosquatting attacks and protocol anomalies (that may also indicate covert channels). For each anomaly or
in general from the raw traffic, AI Safe DNS may also use well-crafted signatures to categorize/classify
anomalies or detect threats that are common in the traffic and thus may not be detected using an anomalybased approach (e.g., DNS misconfigurations). This allows for further improve alert descriptions
(explainability) as well as accuracy. In particular, attack signatures may be related to blacklisted domain
names together with the associated malware family or target (e.g., typosquatting against a specific
organization), or detection patterns related to protocol misconfiguration and known tools for covert channel
creation such as OzymanDNS12, Iodine13, etc.
12

https://dankaminsky.com/2004/07/29/51/

13

https://code.kryo.se/iodine/
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5.3

Orion Malware

Orion malware has been extensively described in deliverable D2.3. It is a comprehensive, sophisticated
solution for the detection of malware files. Figure 4 shows the main components of Orion malware according
to the proposed secure, fair and explainable ML framework. Orion malware employs a multi-class attack
classifier composed by heuristics and signatures based on both static and dynamic features of files. Such
attack classifiers have been tested on known malware files (manually-vetted data). The system accepts any
file as input (source: realtime) and provides a detailed analysis report. Such report may highlight if the file
matches with heuristics and signatures associated to known malware, and provide detailed information of
the static/dynamic features extracted for the sample. Thus, the Orion malware output is highly explainable.
As described in Section 3.1.3, attack classifiers that operate from raw input (as in this case) may be subject
to evasion by attack variations and zero-day attacks. In this case, in particular, an attacker may have different
ways to evade detection, for instance, using:
- files currently not supported by the analysis engine;
- file manipulation to evade file parsing (static analysis);
- sandbox detection mechanisms to evade dynamic analysis;
- file manipulation to evade detection heuristics/signatures.
Hence, Orion malware is mainly subject to evasion threats. As it can be seen from Figure 4, there is no
component dedicated to anomaly detection, that may allow one to detect unknown (zero-day)
(stego)malware files. To cope with this threat, anomaly detection modules may be built to detect:
- malformed file formats;
- unexpected content (e.g., too much binary data in graphic files);
- parsing errors;
- anomalous external connections/domain resolutions (e.g., IP geolocation requests made by evasive
malware to detect sandboxes);
- anomalous dynamic behaviour.
Such detection modules may be implemented in the SIMARGL platform, using the output of Orion malware
for a given (legitimate) file and exploiting ML algorithms according to the general ML framework described
in Section 3.1.4.

Figure 4. Components of the ML framework for Orion Malware
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5.4

Cybels sensor

Cybels sensor has been described in deliverable D2.3. It is a network probe for the detection of network
attacks and malicious files. It combines signature-based detection on network traffic and files exchanged over
the network with metadata generation to help operators to identify malicious traffic and have a better
understanding of the overall traffic semantic. Figure 5 shows the main components of Cybels sensor
according to the proposed secure, fair and explainable ML framework. Cybels sensor employs a multi-class
attack classifier composed by signatures based on static features observed at the network node. Such attack
classifiers have been tested on known network attacks (manually-vetted data). The system passively collects
network traffic as input (source: realtime) and raises an alert whenever network traffic matches known
attacks (signatures). It can also be used to collect high-level features of network traffic (metadata
generation). Thus, the Cybels sensor output is explainable.
As described in Section 3.1.3, attack classifiers that operate from raw input (as in this case) may be subject
to evasion by attack variations and zero-day attacks. In this case, in particular, an attacker may have different
ways to evade detection, for instance, by using:
- network attacks/malicious files not supported by current signatures;
- network attacks/malicious files whose relevant features are encrypted, e.g., a malicious file
transferred using HTTPS from a compromised web site;
- traffic reconstruction errors (desynchronization, segmentation, encoding variations, etc.) that may
also affect file identification/analysis.
Hence, Cybels sensor is mainly subject to evasion threats. As it can be seen from Figure 5 there is no
component dedicated to anomaly detection, that may allow one to detect unknown (zero-day) network
attacks, including covert channels used by (stego)malware. To cope with this threat, anomaly detection
modules may be built to detect anomalous traffic (normal profile to be built at the customer premises).
Multiple detection modules may focus on different aspects of the traffic, e.g., source/destination of network
traffic, protocol anomalies, amount of traffic towards a destination, time, etc. to detect anomalous network
behaviour, including covert channels. Such detection modules may be implemented in the SIMARGL
platform, using the output of Cybels sensor for a given normal traffic and exploiting ML algorithms according
to the general ML framework described in Section 3.1.4.
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Figure 5. Components of the ML framework for Cybels sensor

5.5

IP_ADS

IP_ADS is a research tool focused on the detection of botnet traffic in computer networks. The data processed
by the IP_ADS has mainly a Netflow format14. Using Netflow data, the tool extracts additional time-based
statistics (features) describing source behavior and/or an entire network connection. Then, a supervised
classifier is learned using samples associated to both legitimate and botnet traffic. The system may be able
to prefigure the kind of botnet/malware family associated to Netflow traffic, and each feature has been
manually crafted and convey a specific meaning, so it can provide explainable results.
Figure 6 shows the main components of IP_ADS according to the proposed secure, fair and explainable ML
framework. IP_ADS can be viewed as multi-class attack classifier learned with static features observed in
network traffic. Such attack classifiers have been tested on known botnet traffic (manually-vetted data). The
system passively collects network traffic as input (source: realtime) and raises an alert whenever network
traffic matches the learned model of known attacks (botnets/malware traffic).
As described in Section 3.1.3, attack classifiers that operate from raw input (as in this case) may be subject
to evasion by attack variations and zero-day attacks. In this case, in particular, an attacker may have different
ways to evade detection, for instance:
- modifying the behaviour of the botnet traffic/malware to exploit blind spots in the learned
supervised classifier (areas of the feature space with little support of training data);
- network attacks/malicious files whose relevant features are encrypted, e.g., a malicious file
transferred using HTTPS from a compromised web site;
- traffic reconstruction errors (desynchronization, segmentation, encoding variations, IP address
spoofing, etc.) that may affect the reliability of the extracted features.

14

https://en.wikipedia.org/wiki/NetFlow
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Hence, IP_ADS is mainly subject to evasion threats. As it can be seen from Figure 6, there is no component
dedicated to anomaly detection, that may allow one to detect unknown (zero-day) network attacks, including
covert channels used by (stego)malware. To cope with this threat, anomaly detection modules may be built
to detect anomalous traffic (normal profile to be built at the customer premises).
Such modules have been already briefly described in the evaluation of Cybels sensor, and in general can
strengthen network data analysis (see Section 5.4). IP_ADS together with such anomaly detection modules
may be implemented in the SIMARGL lambda architecture (see deliverable D2.3).

Figure 6. Components of the ML framework for IP_ADS

5.6

Punch Platform

Punch Platform has been extensively described in the deliverable D2.3. In essence, it is a comprehensive,
scalable solution for data collection and analytics. Thanks to its flexibility, the platform can be employed to
implement the general ML framework described in Section 3.1.4 in the context of the whole SIMARGL
platform, where other tools (Attack Prophecy, AI Safe DNS, Cybels sensor, and IP_ADS) are used as input data
providers.

5.7

Red Alert

Red Alert (integration platform) can be used to integrate Punch platform with the high-level SIMARGL
infrastructure described in deliverable D2.3, Section 2.7. Whereas it is not expected to deliver any detection
functionality per se, the integration platform will be extremely important for authentication, access control
and visualization aspects. Visualization aspects in particular, will be very important to support explainability
of the detection results at different abstraction levels, according to the profiles/knowledge of human
operators that is expected to work at each level.
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5.8

Combination of SIMARGL tools

In this section, we provide an overview of how the tools provided by technical partners in SIMARGL can be
integrated into the overall platform. Such integration can exploit the diversity of each tool to greatly extend
the detection capability and the reliability of alerts at a higher level (data collection and analytics), according
to the high-level SIMARGL infrastructure described in deliverable D2.3, Section 2.7. According to the analysis
performed in previous sections, ML algorithms should focus on the implementation anomaly detection
modules for network traffic and file analysis. In addition, ML modules may be used to deliver advanced
correlation capabilities between the output of different tools, enhancing security (robustness), fairness and
explainability of the detection results. The ML framework described in Section 3.1.4. can be used as
reference.

Figure 7. Possible integration of SIMARGL tools
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6.

Conclusion

In this deliverable, we provided guidelines for the design of secure, fair and explainable Machine Learning,
together with two main desired properties such as accuracy and adaptability any ML system should deliver.
These guidelines can be exploited by technology providers in the SIMARGL consortium for the improvement
their ML tools, their integration, as well as for the development of ML components in the whole SIMARGL
platform.
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