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ABSTRACT
We present a method to establish a network storage covert channel
in a fountain code, which is used to provide reliable communication
over lossy network with low overhead and without acknowledg-
ment. As also parts of the secret message get lost when a carrier
packet is lost, reliable transmission of the secret message is pro-
vided by using a second fountain code. Thus, our proposal opens
the possibility for a multilevel steganographic method. We evaluate
a proof-of-concept implementation that uses LT-codes and demon-
strate that activation of the covert channel does not deteriorate the
reliability of the carrier. We also discuss countermeasures that limit
the possibilities for covert channels in fountain codes.

CCS CONCEPTS
• Security and privacy → Hash functions and message au-
thentication codes; Mathematical foundations of cryptography; •
Theory of computation → Cryptographic primitives.
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1 INTRODUCTION
Fountain codes [3] are used to encode and transmit source packet
data over unreliable networks with notable packet loss such as
wireless sensor networks. Their name is derived from the property
that they can produce a potentially infinite sequence of encoded
packets from the source packets. Their advantages are low overhead,
i.e., if p packets must be sent, then receiving any p (or slightly more)
encoded packets is sufficient to reconstruct the original packets.
Thus, they also do not need a back channel for acknowledgment
packets. Fountain codes are also used in other domains such as
encoding page blocks in SSD storage, but we will focus on their use
in networks.
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As wireless sensor networks are used also for sensitive data, an
attacker may have an interest in compromising one sensor node (or
several), and exfiltrating some data. A typical means to do this is to
use a network covert channel in the sensor node’s communication
with the network sink [10]. To this end, we present a network covert
channel that hides within an LT code [7] as a concrete (and easy to
explain) implementation of a fountain code. The covert channel uses
the random state/valuemodulation pattern [17] to inject covert data.
As the network covert channel will be affected by packet loss in the
carrier network, it should use some means to account for this. As a
typical network protocol with acknowledgment scheme is out of
reach, it can use the same approach as the carrier: using a fountain
code. This in turn opens up an interesting possibility for a multilevel
steganography [4], as a second covert channel can be used in that
fountain code. As the multilevel scheme is homogeneous, there are
only practical restrictions on the number of levels, i.e., bandwidth at
some point will be too small to implement a further covert channel
with fountain code. We evaluate our proposal with respect to its
influence on the performance of the carrier communication, and
also discuss possible countermeasures to avoid or at least restrict
the use of this type of covert channel.

The remainder of this article is structured as follows. In Section 2
we summarize information on fountain codes and network covert
channels, and present related work. In Section 3 we present our
proposal for a network covert channel embedded in a fountain
code, and extend it to multilevel steganography. Section 4 reports
on a prototype implementation and preliminary experiments, while
Section 5 analyzes detectability by sketching countermeasures and
Section 6 concludes with an outlook on future work.

2 BACKGROUND
2.1 Fountain codes
Fountain codes are rateless erasure codes [3]. To transmit (or store)
a fixed set of p source packets of equal size over a channel with
notable packet loss, the source packets are encoded by combining
packet data into a possibly infinite sequence of encoded packets, and
the receiver decodes the encoded packets again into source packets.
The encoding is such that from any p (or slightly more) encoded
packets, the set of source packets can be recovered completely.
Thus, there is no need of a control channel from the receiver to the
sender for acknowledgment packets.

Luby presented his transform codes (LT codes) [7] as a first
realization of fountain codes, and we will use LT codes in the
remainder of this paper because their ease of presentation, although
there exist more efficient fountain codes, e.g., Raptor codes [13].
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Table 1: Degree distributions and subset counts in LT codes
with different source packet count

p = 16 p = 64
d ρ(d)

(p
d
)

ρ(d)
(p
d
)

1 0.221 16 0.161 64
2 0.457 120 0.400 2,016
4 0.188 1,820 0.256 635,376
8 0.134 12,870 0.101 4,426,165,368
16 — — 0.045 488,526,937,079,580
32 — — 0.037 ≈ 1.83 · 1018

Rossi et al. and Ugus [12, 15] used LT codes in wireless sensor
networks, and Rossi et al. give optimal sparse degree distributions
that we will use later on.

Assume that a sender wants to transmit a set of p source packets
pi , where i ∈ P , with |P | = p. For simplicity, we will assume
P = {0, 1, . . . ,p − 1} in the following. All packets are bitstrings of
equal size. The sender encodes the source packets into a sequence
of encoded packets as follows. For encoded packet ej , a degree dj
is chosen according to a degree distribution Ω(d). Then, a subset
D j ⊆ P of size |D j | = dj is chosen randomly (all

( p
dj

)
subsets of size

dj are equally likely). The encoded packet contains data
⊕

i ∈D j
pi ,

the bitwise or of the source packet data, plus a representation of
subset D j (see below.)

The decoder knows the number of source packets to be trans-
mitted. Upon receiving an encoded packet ej with subset D j , the
receiver performs the following steps [15]:

Step 1: The receiver stores ej if it has not yet seen that packet
before, i.e. if the receiver has not yet stored packet ej′ with
subset D j′ = D j .

Step 2: The receiver checks if it already possesses an encoded
packet ej′ with D j′ , where D j′ and D j only differ by one
element {k}.

Step 3: If yes, then source packet pk can be recovered by com-
bining the data

⊕
i ∈D j

pi and
⊕

i ∈D j′
pi from both encoded

packets because of pi ⊕ pi = 0. Continue with pk (encoded
with a subset of size 1) from step 1.

Step 4: The receiver checks if it can generate new encoded
packets from ej and packets it has stored, so that the degree
of such a new packet is lower than the degrees of the packets
it originated from. For each newly generated packet, the
receiver starts again with step 1.

The decoder stops if all source packets have been recovered, which
is after receiving (1 + ϵ)p packets with very high probability, for
suitable degree distribution Ω. For details about decoder implemen-
tations, see e.g. [15].

Table 1 shows degree distributions from [12] and number of
possible subsets for p = 16 and p = 64.

To represent subset D j , either a bitvector of length p can be used,
where bit i is set if and only if i ∈ D j . We will denote this represen-
tation as BV. Alternatively, the degree dj can be transmitted as a

binary number in log2 p bits1, and the subset can be represented
explicitly. Either, the index i of each element i ∈ D j is given as a bi-
nary number, resulting in dmax · log2 p bits (denoted as SUB), where
dmax is the maximum possible degree. Alternatively, a suitable enu-
meration of the subsets of size dj can be transmitted as a binary
number (denoted as ENUM), resulting in log2

( p
dj

)
≤ (p log2 p)/2

bits, as
( p
dj

)
≤

( p
p/2

)
< (p/2)p/2. Please note that this bound is not

tight. For example
(64
32
)
≈ 1.83 · 1018 < 265 while 3232 = 2160. Fur-

thermore, if the maximum degree is less than p/2, the number of
necessary bits is even smaller. Finally, all sp =

∑
d ∈D

(p
d
)
possible

subsets can be enumerated as a binary number (denoted as ENU-
MALL) in the range 0 to sp − 1, i.e., with log2 sp bits, where D is
the set of possible degrees.

The choice of representation depends on the circumstances. If
the source packets themselves are large compared to their number
p, e.g., more than 1000 bits for p = 64, then even p logp bits to repre-
sent D j seem a small overhead. If however each pi only comprises
128 bits, then an overhead of 64 bits is large. Figure 1 shows the
structure and bit size of different encodings of subsets for p = 16
and p = 64 source packets, respectively. The width of the fields was
derived from the values in Table 1 and the explanations above. For
example, for p = 64 and SUB, each field has a width of log2 p = 6
bits, except the degree field which has log2(1 + log2 p) = 3 bits. For
ENUM, the index field has a width of log2

(64
32
)
= 61 bits, as most

subsets are of degree d = 32. The offset 1,956 for ENUMALL with
p = 16 is the sum

∑
d=1,2,4

(16
d
)
.

In Section 3 we will introduce a new type of representation of
D j that is slightly larger than the ones before, but has an additional
property: if the subsets of each degree are chosen equally likely,
then all representations of sets D j are equally likely.

2.2 Network Covert channels
Steganography is the art of concealing the existence of a secret
message in an innocent carrier [10]. For example, the carrier can be
a network connection. The secret message can be transmitted via
a so-called covert channel, either a storage covert channel, where
the bits of the message are represented explicitly in the network
packets (e.g., in unused header bits), or a timing covert channel,
where the bits of the message are represented by certain temporal
relations between network packets (e.g., a gap of 1 second between
two successive network packets signals a 1, while a gap of 0.1
seconds signals a 0.) In addition to using steganography, which
only hides existence, also the content of the secret message can
be protected (and made looking random) by using encryption [11]
prior to transmission.

The sender and receiver of the secret message and of the network
communication used as a carrier, called covert and overt sender and
receiver, respectively, need not be identical, but we will consider
them as identical in this work.

A covert channel can be assessed according to its bandwidth,
its stealthiness, i.e., the difficulty to detect its existence, and its
negative influence on the carrier.

1Fewer bits suffice if not all degrees are used. For example, Rossi et al. [12] only use
degrees that are powers of two, so that log2(1 + log2 p) bits suffice. For p = 64, the
number of bits reduces from 6 to 3.
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Figure 1: Structure and bit size of subset encodings for p = 16 and p = 64. As example, the subset D j = {0, 2, 3, 4, 7, 9, 11, 15} of size
d = 8 is used, with index 10,523 among the subsets of that size. A gray field indicates that its value is not used in this example,
but will be necessary to encode a subset of larger size.

There are many proposals for covert channels at all layers of the
network stack. To categorize the existing body of work, patterns are
used [16, 17]. In the covert channel presented in the next section,
a (pseudo-)random value will be replaced by a piece of the secret
message, which corresponds to pattern EN4.2 random state/value
modulation [16], a generalization of the random (value) modulation
pattern from [17]:

“A (pseudo-)random value or (pseudo-)random state is replaced
with a secret message (that is also following a pseudo-random
appearance).”

A particular form of steganography, with very few examples
in practice, is multilevel steganography [4], where a first covert
channel serves as the carrier for a second covert channel.

2.3 Related Work
An example of replacing the pseudo-random content of a network
header field with encrypted covert content is given by [8]. They
modify the hop count value in IPv6.

To the best of our knowledge, covert channels in fountain codes
have not yet been reported in the literature. On the contrary, foun-
tain codes have been mentioned as a means against packet loss
within both network storage covert channels [9] and network tim-
ing covert channels [1, 6], avoiding usual protocol schemes with
acknowledgement packets and re-send of packets. Also, fountain
codes have been used in digital media steganography [5].

3 COVERT CHANNELS IN FOUNTAIN CODES
We assume that we are given an LT-code with degree distribu-
tion Ω choosing degree d ∈ D with probability ρ(d), where D =
{d1, . . . ,d |D |} is the set of possible degrees d , with d1 < d2 < · · · <

d |D | . Then the number of possible subsets of size d from the set
P of packets with size p = |P | is nd =

(p
d
)
. We assume represen-

tation ENUM, i.e., the degree d is given as a binary number with
log2 |D | bits, and the subset used is given as a number between 0

and
(p
d
)
− 1 in binary representation with log2

( p
d |D |

)
bits — if we as-

sume d |D | ≤ p/2, then this is the maximum size and all descriptions
have equal length.

If the subsets of one size are chosen randomly, independently
and with equal probabilities, then we can replace the subset indices
for one degree by the encrypted content of a secret message. Block
encryption typically uses a fixed number of bits, therefore we only
use one degree d∗. As the nd are not powers of 2, we might either
use block encryption for a power of 2 close by, or might interpret
the whole encrypted secret message as a number to the base nd∗ .

Please note that using representation ENUMALL, i.e., enumer-
ating all subsets in the range 0 to

∑
d ∈D

(p
d
)
, will not allow to use

the whole range but still only one degree. While the numbers for a
particular degree are random with uniform distribution, this is not
true over the whole range because in general ρ(d) , nd/n.

If the original message can be reconstructed from any p(1 + ϵ)
received packets, then on average a fraction ρ(d∗) of those will have
degree d∗ and thus carry a part of the secret message. Hence, the
length of the secret message must be chosen accordingly, so that it
needs fewer packets, and the secret message must be able to deal
with packet loss as well. The latter can be achieved by encoding the
secret message with an LT code as well. However, as the encoded
secret message must look random, the LT code used must use a
representation that looks random as well, see below.

In addition, to choose d∗, we can consider the average number of
usable bits per packet. For each packet with degree d∗, we can use
log2 nd∗ bits, and such packets appear with probability ρ(d∗). One
can try to maximize the product ρ(d∗) · log2 nd∗ ; in many cases, d∗
might be d |D | , i.e., the highest degree, but the probability ρ(d) will
be very low.

If we start with p = 64 and representation ENUM, we can choose
d∗ = 4, so that we can use a secret message of 16 packets, because
ρ(4) > 0.25, and have 19 bits per packet, including the space for
the LT encoding.
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Table 2: Heuristic factors fd for p = 16 achieving n∗ = 65, 522,
i.e., an encoding of 16 bit.

d ρ(d) nd fd n∗d n∗d/n
∗

1 0.221 16 807 12,912 0.197
2 0.457 120 225 27,000 0.412
4 0.188 1,820 7 12,740 0.194
8 0.134 12,870 1 12,870 0.196

For such an encodingwe use a variant of ENUMALLwith integral
factors fd so that each subset of degree d has fd representations,
resulting inn∗d = fd ·nd andn∗ =

∑
d ∈D n∗d , such thatn

∗
d/n

∗ ≈ ρ(d).
Such an encoding might use slightly more bits, i.e., log2 n∗, than the
most compact encoding, but only if the factor for d |D | , that makes
up the largest part of the range from 0 to n∗, is much larger than 1.
On the other hand, all representations are equally likely if the fd
different possible representations for each subset of degree d are
chosen with equal probabilities 1/fd .

Table 2 shows factors that we found heuristically for p = 16 to
achieve an encoding in 16 bits, i.e., not more than ENUM would
use, cf. Figure 1. For an encoding with 18 bits, the values of ρ(d)
would be met even more closely. As we have 19 bits per packet of
the secret message, 3 bits remain for the payload, so that the secret
message can have 48 bits in total.

In this second LT code, we might well implement a second covert
channel with p = 8 and protected by a third LT code with represen-
tation ENUMALL that needs 12 bits, i.e., 4 bits are left as payload
in each packet, so that the total message size for this second covert
channel is 32 bit.

Hence, our approach presents an example of multilevel steganog-
raphy [4], and even allows more than two levels. The maximum
nesting is only restricted by the size reduction: the LT encoding on
each level is the packet size on the next level, and thus the packet
sizes are reduced from level to level. However, the number of pack-
ets are only reduced at the first level, as in the following levels, an
encoding can be used where packets of all degrees can be used to
carry a part of the secret message from the next level.

4 PRELIMINARY EXPERIMENTS
We have implemented an LT-code encoder and decoder with degree
distributions according to Table 1. We have transmitted p = 16
source packets via this LT-code. We repeated this experiment 100
times. On average, 39.94 encoded packets must be transmitted to
recover the original 16 packets completely. The standard deviation
was 13.69.

Then, we placed a covert channel into this LT-code by replacing
the random indices of the subsets of degree 4 by indices gener-
ated from an encrypted message. As encrypted message, we use the
encrypted version of the first validation vector of Advanced Encryp-
tion Standard (AES) in Counter Mode, supplied by National Institute
of Standards and Technology (NIST) [2]. As there are

(16
4
)
= 1, 820

possible subsets of that size, we represented the encrypted message
as a number to that base, and generated the indices accordingly.
To recover the overt message of p = 16 packets completely, on
average (100 repetitions) 39.72 encoded packets were transmitted,

which is even slightly less than without covert channel. Thus, the
performance of the overt channel is not reduced. Yet, the standard
deviation was slightly higher with 17.89.

The work involved with encoding the covert channel is low. If
the covert message is assumed to be present in encrypted form,
then generating a pseudo-random index from the covert message
only involves an integer division with remainder, but saves one call
to the normal pseudo-random number generator.

The work involved with decoding the covert channel message
from the overt message is higher, however, it occurs either on the
sink node which has higher performance than the sensor nodes, or
it occurs on a separate machine that eavesdrops on the link to the
sink node. Hence, we have neglected that effort.

5 DETECTABILITY AND
COUNTERMEASURES

Already Luby [7] mentions the possibility to use sequence num-
bers instead of explicit descriptions of subsets D j . However, this
requires that covert sender and receiver agree on a seed prior to
a transmission to initialize synchronized pseudo-random number
generators on both sides, that the covert receiver can use to recon-
struct the random choices of the covert sender. If random values
are transmitted in a fountain code implementation, then detection
of the proposed covert channel is difficult because it replaces those
random values by other random values, if we consider encrypted
parts of the secret message as such. A small advantage for detec-
tion could be that the size of the range of the random values is a
binomial, i.e., not a power of 2, while encryption algorithms often
produce cipher text blocks which are of fixed bit length, i.e., with
a range that is a power of 2. However, RSA is a notable exception
because it uses a modulus which is a product of two primes, and if
those primes can be freely chosen by the covert channel to have
a product as close as possible to the original range, then it will
be very difficult to detect the difference, especially if the missing
values are not placed at one or other end of the range, but some-
where in the middle or distributed over the range. For example,(16
8
)
= 12, 870, while the product of the primes 101 and 127 is 12,827.

As only a small fraction of the possible values will occur during
transmission of one overt message, the difference will not show.
Also, if the sequence of encrypted blocks is seen as a large number
which is represented to the base of the binomial, then there is only
a difference in either the first or the last block.

Another possible approach for countermeasure would be to ap-
ply a form of de-randomization [14] to the original fountain code,
so that the transmission of a random value can be replaced by
transmission of a deterministic value. The use of sequence numbers
mentioned above could be considered as a straightforward form
of such de-randomization. As de-randomization of algorithms has
progressed much in the last 20 years, more advanced approaches
might be possible, but they are outside the scope of the current
research.

Finally, a possible means to restrict the bandwidth of such type
of covert channel might be to use a sub-optimal degree distribution,
e.g., a distribution where only degrees 1 and 2 are used. A low
degree d means that the possible number of subsets

(p
d
)
is small,

too, so that its binary representation is shorter and fewer covert data
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can be transported. However, as also the probability for the largest
degree will change, one has to check if the average number of usable
bits per packet, i.e., the product of largest degree’s probability and
binary representation size of the corresponding subset, will get
smaller in the end.

6 CONCLUSIONS
We have presented a network storage covert channel that uses an
LT-code as a carrier. This allows to exfiltrate data, e.g., via wireless
sensor networks over lossy connections without the necessity of ac-
knowledgment packets. The covert channel uses the random value
pattern, and to our knowledge is the first covert channel within
a fountain code. As fountain codes have already been proposed
to protect secret message transfer against packet loss in the overt
channel, we adapt this proposal which allows multilevel steganog-
raphy, i.e., a second covert channel, and even further levels whose
number is only restricted by the shrinking bandwidth in each fur-
ther level. We have performed preliminary experiments to evaluate
the influence of a covert channel on carrier performance.

Future work will comprise to increase the bandwidth of the
covert channel, and further experiments that include multilevel
steganography to check if this still does not influence performance
of the overt fountain code, and investigation of further countermea-
sures, e.g., based on advanced forms of de-randomization.
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